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Developer Advocate

CI/CDCI/CD
PIPELINEPIPELINE
CI/CD

PIPELINE

Build Your First

JULY 11, 2026

DRUPAL 
CAMP
ASHEVILLE



How I created a sandbox to
experiment with a CI/CD pipeline
A process of adding a local CLI tool
to a CI/CD check
6 essential concepts I learned along
the way
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WHAT’S A CI/CDWHAT’S A CI/CD
PIPELINE?PIPELINE?

WHAT’S A CI/CD
PIPELINE?

A sequence of triggered
automated checks designed to
increase confidence that code

is ready to ship.

Continuo
us

Integrati
on

ContinuousDelivery





Commit code
changes to ‘main’
and push to repo

Create pull
request

Merge pull
request

Trigger automatic
quality checks

Trigger automatic
deployment

WHERE I STARTEDWHERE I STARTEDWHERE I STARTED

YOLO commits to
main branch



MY CI/CD SANDBOXMY CI/CD SANDBOXMY CI/CD SANDBOX

I created and set up a new GitHub repo that builds and deploys a Hugo site to GitHub Pages using
GitHub Actions.

CaiJimmy/hugo-
theme-stack-

starter
 agentolivia.github.io

Used the template: Named the repo: Used GitHub Actions:

Settings > Pages >
Source: 

GitHub Actions

my username on GitHub



Settings > Pages > Source: GitHub Actions



SET UP LOCALSET UP LOCALSET UP LOCAL

Get the code and your environment set up to build and run the site on your computer.

git clone
...

brew install hugo
brew install go

Code Environment Build and run

hugo serve

Visit localhost:1313



1.git checkout step-1-first-deploy
2.Open .github/workflows/deploy.yml
3.Open Timeline to view edit and commit history.

In VS Code





Commit code
changes to ‘main’
and push to repo

Create pull
request

Merge pull
request to ‘main’

branch

Trigger automatic
quality checks

Trigger automatic
deployment

PROGRESS REPORTPROGRESS REPORTPROGRESS REPORT

What I got with a new repo based on the Hugo Stack theme starter template repository.



The Trigger



Install a CLI tool
locally

Run it and tune
config/ignore
until it’s useful

Fix files until tool
returns 0 failures

Add command(s)
to ‘scripts’ key in

package.json

Commit changes
to version control

A PROCESSA PROCESSA PROCESS

Set up and test a tool locally before adding it to pipeline.



1ST QUALITY CHECK1ST QUALITY CHECK  1ST QUALITY CHECK 

Install a CLI tool locally. I chose Prettier.

npm install 
--save-dev
prettier

.prettierrc
.prettierignore

Install Create Config + Ignore Add command to scripts

 "format:check":
"prettier --check ."

package.json
“scripts”



TEST IT LOCALLYTEST IT LOCALLYTEST IT LOCALLY
Run it. Refine config until it’s useful.

npm run
format:check

.prettierrc
.prettierignore

Run the command Modify tool config files What did I need?

Node.js



ADD A WORKFLOWADD A WORKFLOWADD A WORKFLOW

Create a workflow that will run the command.

.github/workflows
(.yml extension

required)

Consult tool docs &
GitHub Action
Marketplace

Create the file Find an Action that fits Install IDE extension

In VS Code,
install GitHub

Actions extension



Does the tool have
official GitHub
Actions docs?

YES

NO

Start there

Is there an
official Action in

the GitHub
Actions

Marketplace?

YES

NO

Use that

Create a GitHub Actions
workflow that runs Prettier on
push and PR, uses Node, and
fails if files aren't formatted

Ask AI

Look at
similar

projects

WORKFLOW STARTERWORKFLOW STARTERWORKFLOW STARTER



1.git checkout step-2-add-prettier-to-lint
2.Open .github/workflows/lint.yml
3.Open Timeline to view edit and commit history.

In VS Code



LINTLINTLINT





Commit changes
on branch

and push to repo

Create pull
request

Merge pull
request to ‘main’

branch

Trigger automatic
quality checks

Trigger automatic
deployment

PROGRESS REPORTPROGRESS REPORTPROGRESS REPORT



CONCEPTCONCEPT  
CHECK-INCHECK-IN
CONCEPT 
CHECK-IN



THE CONFIG FILETHE CONFIG FILETHE CONFIG FILE
A version-controlled
file in your repo that
defines an automation

Describes the
environment, triggers,
jobs, and steps and how

they connect into a
pipeline.

Located and named
predictably per

platform.





.github/workflows/deploy.yml

THE ENVIRONMENTTHE ENVIRONMENTTHE ENVIRONMENT



.github/workflows/deploy.yml



JOBSJOBSJOBS





STEPSSTEPSSTEPS





TRIGGERSTRIGGERSTRIGGERS



PIPELINEPIPELINEPIPELINE

Run jobs concurrently? Which jobs should block build and deploy if they fail?

How do these jobs
connect into a flow?

The Orchestrator



deploy.yml

standalone
workflow 

triggered by
on: push

(provided by 
Hugo Stack Starter

repo template)

Hardened deploy
gate

added least-
privilege

permissions on
deploy job

Added if:
condition so

deploy only fires
on push-to-main,

not PRs

Updated child
workflows

triggers changed
from 

on: push /
workflow_dispatch

to 
on: workflow_call

Extracted security
into its own

workflow

npm audit
extracted from
deploy workflow

and added to new
security workflow

security job
failures now block

deployment
independently

PIPELINE EVOLUTIONPIPELINE EVOLUTIONPIPELINE EVOLUTION
Added

pipeline.yml

orchestrator of
child workflows



decreased
timeout-minutes

a hung job can
block other
workflows or
cost money /
quota
detect
regressions
(you know it
shouldn’t take
this long)

version
modernization

updated env to
Node 24 
bumped all
action versions
to Node 24

added persist-
credentials: false to
checkout actions

prevents
checkout token
from lingering in
the runner (in
.git/config)
removes a
credential-
exfiltration
vector
these jobs never
use git after
checkout anyway

supply-chain
modernization

replaced 3rd-
party action,
peaceiris/action
s-hugo, with
direct Hugo
download
added SHA-256
checksum
verification

REPO-WIDE HARDENINGREPO-WIDE HARDENINGREPO-WIDE HARDENING
set explicit

permissions in
each workflow

read only, except
deploy needs

some write perm)



GITHUB_TOKEN

automatically-generated
credential scoped to

your repo A GITHUB_TOKEN’s default
permissions are set at
the repo/org level.

Could be set to
read+write to almost

everything

Checkout persists
GITHUB_TOKEN to disk
(.git/config) as auth
header for entire job.

CONCEPT:CONCEPT:
GITHUB TOKENSGITHUB TOKENS

CONCEPT:
GITHUB TOKENS

permissions: contents: read
persist-credentials: false

Use principle of least prilvilege in each
workflow when setting permissions.



What is one tool you love to use in your IDE
that you could add to a CI/CD pipeline that

would run automatically on every pull request?

FIRST CHECKFIRST CHECKFIRST CHECK



FINAL BOSS DEMOFINAL BOSS DEMOFINAL BOSS DEMO





Now with orchestration and security hardening!

Commit changes
on branch

and push to repo

Create pull
request

Merge pull
request to ‘main’

branch

Trigger automatic
quality checks

Trigger automatic
deployment

PROGRESS REPORTPROGRESS REPORTPROGRESS REPORT



RECAPRECAPRECAP
How I created a sandbox to
learn CI/CD concepts
A process of adding a local
CLI tool  to a CI/CD check
Learned A LOT!

Config File!

Environment!

Jobs!

Steps!

Triggers!

The Pipeline FTW!

Security hardening!



RESOURCESRESOURCESRESOURCES
My repo:

https://github.com/agentolivia/agentolivia.github.io

GitHub Actions Marketplace
https://github.com/marketplace?type=actions

GitHub Actions Docs
https://docs.github.com/en/actions

https://github.com/agentolivia/agentolivia.github.io
https://github.com/marketplace?type=actions
https://docs.github.com/en/actions
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And add a quality check while you’re at it!

Developer Advocate
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